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Albany IMA Board of Directors
N

Devi Momot — President

Fran Moniz — Member at Large
Gary Hoover — Vice President

Vacant— Member at Large

Jeffrey Wilson — Secretary
Vacant — Member at Large

Michael Britton — Treasurer

Special Agent Michael Dwyer, FBI Private Sector Coordinator
Special Agent Kevin Conine, FBI Cyber Squad Representative



InfraGard Mission
B

0 Enhance our nation’s collective ability to address and mitigate
threats to United States critical infrastructure by fostering
collaboration, education, and- information-sharing.

0 Through a robust private sector/government partnership.

o+ Via ongoing dialogue and timely communication between its
members and the FBI through local, regional, and national
programs.

https:/ /www.infragard.org /Files /InfraGard_Factsheet_2-24-2022.pdf



InfraGard Structure
e
InfraGard

National
Members

Alliance

(INMA)

InfraGard

Members 78 Chapters
Alliance Nationwide

(IMA)




InfraGard History

INFRAGARD TIMELINE

InfraGard transferred to

the National Strategic

Partnership and Coordi-

EBI retained nation Unit (NSPCU) with-

InfraGard while in Office of Private Sector.

Became an FBI some functions InfraGard continues to
national pro- went to the Depart- InfraGard trans- support the FBI's mission
gram focused on ment of Homeland ferred to the Office in collaboration with oth-
cyber threats. Security (DHS). of Private Sector. er agencies, such as DHS.

1998 2003 2016 2022

1996 2001 2015 2077

Began in After September FBl established the FBl mandated each
Cleveland, 11, 2001, InfraGard Office of Private field office designate
Ohio. expanded focus Sector to coordinate a Private Sector
to not only cyber outreach pro- Coordinator (PSC).
threats, but all grams nationally.
physical threats.




Agenda
N

» Chapter overview
» 2024 Events

» InfraGard NexGen

» Future Communications

» 2023 Year in Review
» Future Planning

» FBI Priorities & Partnership



FBI Priorities & Mission

OUR MISSION
PRIORITIES:

1. Protect the U.S. from
terrorist attack

2. Protect the U.S. against
foreign intelligence,
espionage, and cyber
operations

3. Combat significant
cyber criminal activity

4. Combat public
corruption at all levels

5. Protect civil rights

6. Combat transnational
criminal enterprises

7. Combat significant
white-collar crime

8. Combat significant
violent crime

OUR CORE VALUES:

Respect - Integrity = Accountability
Leadership - Diversity - Compassion
Fairness - Rigorous Obedience
to the Constitution

Protect the American People and Uphold
the Constitution of the United States

OUR VISION:

AHEAD

OF THE
THREAT



Albany InfraGard Members Alliance

* Over 40,000 square miles
* 2 states, 46 counties

e 235 members

Albany Division Territory

Windham




2023 Year in Review
S

0 InfraGard Membership Recertification Process

0 Albany InfraGard Chapter Webinar series
O Protecting Children Online
O Elder Fraud
O Impact of Al
O Insider Threat Case Study (GE Case Brief)

o CATA 2023

1 Questionnaire Results



2024 Events

- fr
0 Kickoff 2024

0 CATA 2024

0 Continuation of our Albany InfraGard Webinar Series
® Joint Terrorism Task Force
m Cyber Crime
m Election Fraud

= DHS/CISA

0 In-Person Meets / Hosting Webinar Events



InfraGard Benefits — FBl perspective
B

0 Information sharing

0 Learning

1 Developing communication channels - before Incidents Arise
01 Establishing trust

1 Network of known and trusted resources



InfraGard Portal

PUBLICATIONS COLLABORATION

000

Events My Forums

N

My Chapter

My Critical
Infrastructure
Sector(s)

-
LA Ve

ST

FBI TRIPWIRE Program

www.infragard.org

RESOURCES

General Intel
Reports FBI Reports

g

Member
C -
Search




Traffic Light Protocol
N

- TLP:AMBER+STRICT TLP:AMBER TLP:GREEN

TLP: Red TLP: Amber+Strict TLP: Amber TLP: Green
Not for disclosure, restricted to Limited disclosure, restricted to Limited disclosure, restricted to Limited disclosure, restricted to the
participants only. participants’ organization. participants’ organization and its community.

clients (see Terminology Definitions).

OO0

TLP: Clear

Disclosure is not limited.

Source: CISA.gov



Critical Infrastructure Sectors
—

Over 30,000 members nationwide represent the 16 critical infrastructure sectors
outlined by the Department of Homeland Security, in approximately the percentages
listed below.

NUCLEAR REACTORS,
MATERIALS & WASTE

INFORMATION TECHNOLOGY DAMS
14% 1% Il

CRITICAL
MANUFACTURING
N 3% 7, CHEMICAL
> J | 3%
FOOD AND AGRICULTURE
5%

« '_3 ) COMMUNICATIONS
. 5%

~ ENERGY %
10% § ) .GOVERNMENTFACILIT!ES
. EMERGENCY SERVICES
————————
HEALTHCARE
& PUBLIC HEALTH O
10%

TRANSPORTATION SYSTEMS
T I 5%

° DEFENSE INDUSTRIAL BASE
. 6%

FINANCIAL SERVICES
10%

COMMERCIAL FACILITIES |

|

)

WATER & WASTEWATER SYSTEMS
N s



National Sector Security and Resilience Program

InfraGard National Sector Security and

Resilience Program (NSSRP)

Why a Sector Program?

The InfraGard National Sector Security and Resilience Program (NSSRP), formerly known as the Sector Program, is intended to

strengthen national critical infrastructure security and resilience.

The NSSRP was conceived as the "Sector Program” within the Kentucky Chapter in 2003. The success of the program in
Kentucky led to the expansion of the program throughout InfraGard chapters nationwide.

The NSSRP contributes to overall InfraGard mission through the creation and sustainment of a “network-of-networks” to foster
collaboration and information sharing among and between owners, operators, and participants of critical infrastructure within

individual sectors.
An effective NSSRP will achieve the following objectives:
+ Recruitment of all Cl owners and operators pertinent to the local IMA;
« Provision of education and training that meets the needs of Cl owners and operators:

« Enablement of intra/inter-sector networking opportunities for Cl owners and operators; and

« Timely, accurate, and actionable two-way information sharing.

O InfraGard National Sector Security and Resiliency Program (NSSRP)




National Cross-Sector Council Program

0 The National Cross-Sector Council (NCSCP) Program enhances
timely, accurate, and effective dissemination and exchange of cross-
sector specific information among InfraGard members. The goal is to
protect, secure, and ensure operational resilience of the nation’s
inferdependent critical infrastructures by providing comprehensive
expertise to communities throughout the United States. A Cross-Sector
Council only addresses issues that cross two or more sectors.



National Cross-Sector Council (NCSCP) Program

Cross-Sector Councils

e - BB o -
R

InfraGard National Cross-Sector Council Program (NCSCP)

The National Cross-Sector Council Program was created to enhance timely, accurate and effective
dissemination and exchange of cross-sector specific information to protect, secure and ensure the
operational resilience of the nation'’s interdependent, globally and Internet reliant critical infrastructure(s)
by providing comprehensive expertise to communities throughout the US. A council addresses an issue
that must cross two or more sectors.

InfraGard National Cross-Sector Councils




Current. National Cross-Sector Councils

CROSS-SECTOR COUNCILS

Artificial Intelligence Cross Sector Council

Blockchain Cross-Sector Council

Business Continuity Cross-Sector Council

Chief Information Security Officer Cross-Sector Council
Countering Human Trafficking and Forced Labor
Electronic Security Industry Cross-Sector Council
Insider Threat Mitigation Cross-Sector Council

Legal Cross-Sector Council

¥y ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

National Disaster Resilience Council



National Infrastructure Security and Resilience University

0 National Infrastructure Security and Resilience University (NISRU) is
the flagship elLearning program of InfraGard National Members
Alliance. The mission of NISRU is to further the InfraGard mission by
developing and delivering training and workforce development
programs, including webinars, workshops, conference events, and
other learning opportunities, for InfraGard members and other
security stakeholders to advance their knowledge and skills in critical
infrastructure protection and resilience.



National Infrastructure Security and Resilience University

All NISRU Courses 144 >
CRITICAL
INFRASTRUCTURE INFRASTRUCTURE
PROTECTION PROTECTION
EDUCATION BUNDLE EDUCATION BUNDLE
Critical Infrastructure Critical Infrastructure Blockchain for Critical Cybercrime Pri ion Fur als of Homeland Practical Application of Risk
Protection Education Protection Education Infrastructure Protection Certificate Program Security Certificate Management Certificate
Bundle: Exclusively for ISC... Bundle: Exclusively for Ws... Certificate Program 2021-... Program Program
$ 145.00 $145.00 $449.00 $449.00 $329.00 $449.00

(O Learning Plan {0 Learning Plan (O Learning Plan O Learning Plan O Learning Plan (0 Learning Plan D N | S I 2 U




Future Communications
e

New Email Distro

s LSRR

FBI Albany InfraGa rd

Capital Region = Central NY = North Country = Vermont




Albany IMA — 501(c)(3)

-
00 Support through:
> Sponsorships
> Patriot’s Circle memberships (available on InfraGard National website)

> Nominal webinar fees

0 Allows for:
» Administrative costs (website fees, insurance)
> Administration of our webinar platform

> Future guest speakers / in-person event costs



National and Local Chapter Donor Options
N

mInfraGard National Membership Alliance™
= $5,000-$,50,000
m Recognition and benefits at a National Level
mRecognition and benefits in the chapter's region

mAlbany InfraGard Members Alliance (Albany IMA)
2$250-$1,000

mRecognition and benefits in the chapter's region

>chxtionol Membership Provides Local



Important Sites

fraGard Portal : www.infragard.org

1 Join the Patriots Circle:

O https: //www.infragardnational.org /infragard-patriots-circles

0 Social Media presence:
0 Website: https: //www.albanyinfragard.org/
O Facebook: https: //www.facebook.com/InfraGardAlbany /
O Twitter: https: / /twitter.com/InfraGardAlbany




Chapter Elections
N

Board of Directors

0 Officers (4)
m President
® Vice President
W Secretary

M Treasurer

1 Members at Large (3)



InfraGard NextGen
S

o What are the benefits of the NextGen Initiative?

o Giving InfraGard Leaders a Voice - Self-assessment is important for a program that
has existed for nearly three decades. This is the right time to look within InfraGard to
identify strengths, weaknesses, challenges and opportunities, foster innovation, and
focus on delivering measurable results.

o Beyond Partnership: From Partners to Teammates - \We have reached the point in
InfraGard’s history where we must shift our mindset from that
of partners to teammates to continue being force multiplier for the next 5, 10, 20 years
and beyond.

o Strengthening the InfraGard Program in Support of the Mission — The NextGen
Initiative is intended to position InfraGard to be the strongest resource possible to the
FBI, our members, local, state and federal governments, and the mission.




Handbook

INFRAGARD
MEMBER
HANDBOOK

o,
e ron P




Closing — Getting involved
B

- InfraGard has an important mission

- 2024 Goal is to Increase Member Participation
- Help with event planning
- Communications

- Sharing of information



THANK YOU!!




